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1. Beepenue {Introduction)
1.1 Monvomo4unAa {Authority)

HaumoHaneHed MIHCTHTYT CTangapToe W TexHonord [(CWA, The Mational Institute of Standards and Technology - MNIST)
pazpaboTan 3TOT AOKYMEHT B COOTESTCTEMH C YCTSHOBNEHHEIMKH FaKOHOM TREBOEaHWAMKM, ONpeneneHHEIRMH
TenepaneHelM AkToM YNpaeneHdAa MrdopmauvonHol BezonacHocTe (Federal Information Security Management
Act - FIShMA, 2002, Public Law 107-347 )

MIST oTee4vaeT za pazpaboTky CTAHDAPTOE M PYKOEOOCTE, EKNHYEHIWKME MMHMManNEHEIe TpeboEaHKMA, onA
obecnedeHWA afekeaTHOR MHpOpMaLMOHHOR Be30NacHOCTH BCcel 0eATENEHOCTH M GKTHEOE MOCYAapcTEEHHEIX
CcTpykTyp <CLUA= OQHako Takve CTAHAEPTE M PYKOBOACTES (PYKOBEONALLKME NOKYMEHTE] HE 00MHHEl
<ABTOMATHUHECKHW> MPMMEHATECA K CHCTEMAM HauWMOHaneHoOR BesonacHocTH. 2To pyYKOBOLCTED COOTEETCTEYET
TpeboeaHwAam Office of Management and Budget (OMEB).
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CamoodcTyKHEaAHHE
(On-demand Self-service)

CrofoaHblii ceTeBof JocTy N
Broad network access)

OcHOEHBIE
XAPAKTEPHCTHRH

IIya pecypeos

Bﬂl:']l)lﬂ FTACTHYHOCTE

(Rapid elasticity)

HimepHMbIi cepEHC

TIporpamMnoe odecnedeHie

L L
Cloud Software as a Service

| \v/

Mogean
NpefocTABAEHHA VCIVT
{Service Models)

ILraTdopma
KAK YOIV

Cloud Platform as a Service

(Paa%)

HuadpacTpykTVpa

YacTHoe o6.1aKe

(Private Cloud)

Mogean
PA3EEPTHIEAHHA
fdeployment models)

OmecTEEHAOE 0IaKD

{Community Cloud)

IIydanunoe odaake

(Public Cloud).

\

Tudpuiroe ohaaxe
(Hybrid Cloud)
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ITvOoOIHYMHOEe 00JaKe Saas

IMomo:xETeTbBLHOe BEJIHAHS

OrTpamarelbEHOSe EAHAHIES

CHabHBIe CTOPOHBI (Strengthis):

1}y YopomieHaHe
HHOPACTRVEIVDEL MOTDeOHTellE.
2} CvmecTBEeHHOS

CTOpOH:e OoTpedHTeIRE.

3} YVopomeHHe cOomMpoBOoEIeHER J100.
4 T'=mbma= peariTHa H3
HEOOPMANHOHHEIN IOTPpedHOCTeH.

HT-mogpazIgeIeHEH.

IOIBIOBATEIICH.

T CHECIEeHHS

oD CcavViEHBAHHES iz |
COOCTEEHHOID ODOpVIOBAHEA.
2) ITepemoao cpeIcTE H3

Buyrpenuss cpejia

PacxoIgoe

OMEeEPATITHOHHEIN PACKOIJOR

HEG O D OPAAIIHD HHOE

CHESHeHHS
Tped0BAHEH K ANDApaTHRINM CPeICTEAaN Ha
H3MeHeHHe
5 YVopomleHHS VIIPABICHIE [ISPC OFEHATTOM

5} Y ompooreHEe OOVEIeHHA

MOOEPHHIATIHED

EATCTrODHE
HATMHTIAIBHEIN EBIOEHeHHHA =B EATCIOPEED

Caadele cTopoHBI (Weaknesses):

1)y CHImseHHES VP OBHSA HEOOPMATTHOHHOH
OE20macHOCTH OOTPe0HTeIAE.
2} CHEDseHHEe HOHTDOIS F13.T COOCTREeHHBINMIT
OAHHBIME.
317 YieHnOreHEEe BEOIMMOMEEHOCTSH o

rapadmTHpPOBAHHOMY VHEHITOEEeHHED CEBOHX JAaHHBIX
ocoSeHHO, B §2Kamax.

4} FIparta KOHTIPOIAZ Had XOoJ0M BERMHCIHIEIRHOIO
IpOITecCa.
5) OrpaEEYIeHHOCTE HCOOIBIOBAHHE CRBODOIHOLO

nporpaMMHEOfo odecneTenEs

Bozmo:xHOoCTH (Opporiirnifices):
1) HeorpaHEdIeHHBIA IV pecypco
27 YV reHBOIeHEHS
HepaBeHCTEA M ESETTV

MIHPOEOTD CIIeKTPA WCoIIVI.
3) BricTpRIA mepeXol Ha

MeHTIPATIHIOBAHHOIO
oDITaRe.

Buennsis cpea

CEpERC- OBRAFEISDOM.

ITHOPOBOTO

B WVITHEINE,
CPEeIHHNMHE H MEIEHNMHE IO TP eOH T AN 33
CHMeT BRICOKOH CTeNeHH JOCTVIIEHOCTE

HOEEIE
ECD CHHIP OTDanM 3a CcIeT
oO0HOoBIcHHE 10 B

4} bricTpa® ADamITaIHE K H3MeHeHHAM
IAHKOHOIATEIBCTEAD, EOTOPLIE TPReOVEDRT
H3rMEeHEeHHE alrOpHETMOE PACIeTa H DOopPnL

OTIeTHOCTH.
5} PacomrEpeHHS BOIMOEHOCTeH
M T ATITEE Ha OIpPVITHE CHCTEMET

DGPEGDTK_'[-I AdHHBIX, IMOOOep:ERHBAERMBIC

Yrposwr (Threats):

1} 3apHCHMOCTIE OT padoTococoOHOCTH HHETepHET.

2} 3aRHCHMOCTE OT IpOOVCEHOH CcOocoSHOCTH
GHIEIeCKOTO KAHAIIA MepeIa<H JaHHEDN

3} ZAaEOoHOITATSILHASR HevR el WVIHDOEAHHOCTIE
BOMPOCOR, CREIAHHELIN C MECTOM XPaHe T HED Op W armE
(P sapvOeEHBIE CEPBEPBI} H ero ImeperMe O

4} OrpaHEIeHHEAS SAKOHOIATEIBCTEA IO SAIOTHIC
NIep COHATBHEIN JAaHHEIN.

5} FAaBRHCHMOCTE OT DOCTABINHED HHICPHET-VCIVI, B
T O qHEHCIIE FABHCHMOCTD oT rMEeHeISEFENMEeHTA 128
OHHAHCOROTO MIOJIOMKEHHE CepPRHEC-TIpOBaAEIepa.

) ITpogaenel ceEzaEHEle © DDoS-aTaxarHE Ha
cepBRHC-IIpOoBaAEIepa.

71 ITpodSaersl, CREEIAHHLIS c KOoHOHCEAITHSH
oSopVIOBAHHEE CepEREHC-IIpOoEBRAHIcpa n'pH HA P WVIIT e HHH
MOCTeIHHEN IaE0OHOTATENBCTEA HIH SAHEPOTCTEES .

2) PHCcEH, CREIAHHEIE C OTBEEICTEEHHOCTIBEICEDEBHC-
mpoBaHIcpOoOR.

S OrpagEIeHHEAS Ha
EpHOTOIPadHIeCcEEY CpeIcTs.

12} HeompedeneHHOCTE IeHOOOPAIOEAHHAE HAa Saas.

11} O=IepHIHAE OPHeHTAIINS Ha IlatHoe IT0O,

pPacopocTpaHeHHES
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Onsa rpaxgan v

rO CYC ﬂ y r U Kartanor ycnyr Momouwb 1 Nogaepxka Onnarta Q

roc
ycnyru

KauecTtBO cBA3U!

Tenepb NonNb30BaTbCA
rocycnyramm o4eHb
npocro!

Co3gaanm HapoAHYH KapTy NOKpbITUA
coToBoil cBA3N BMmecTe!

YyacteoBaTtb!

Boiftu

3aperucTpupoBaTLCA
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®EJEPAIbHASA ac
HAJIOrOBAS CJIYIKBA -

o O ®HC Poccun O KoHrtakrel u 0bpauiexHus

®U3UYECKHUE s ’.3 WHAUBUAYAJIbHBIE g OPUAUYECKHUE

JIMLA o ;}‘)L MPEANPUHUMATENH JIMLA 2

©= BolTH B NiYHBIIN KaBuHET ‘\; Q‘* BoifTu B NiyHbIit kKabuneT ©w BoifTi B NUYHbIIf KaBUHET §
HOBOCTH CMH 0 ®HC ANEKTPOHHBIE CEPBHCHI BCE CEPBMCbI

2] Pucku 6u3Heca: nposepb ! Adpeca W NnaTexHble
P ceBs U KOHTpareHTa PEKBU3UTEI BAWEN

N

o WHCNEeKuun
L ‘$ YaHai VIHH
.

]) 3annatv Hanoru
e
EQuHLIN peecTp

) x OHNaitH-3aM1Ch Ha
LS CyGLEKTOB MaANoro u X i
cpegHero 2 pHoM
B MHCMEKLMIO

npeanpuHUMaTenscTea

)

BALWL KOHTPO/b.
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[MABHOE YMNPABJIEHME MO BONPOCAM [ — 1
MHUPALMIA MBO POCCHH R
OpMUMaNbHBIA CaRT MNoapasasneHms B perMoHax
e Caoo0

CNPABDYHAA CMYMEBA MO BONPOCAM MHIPALLMM (495) 636-95-98

CTATHMCTHEKA Mouck mo caiTy Q OBPATMTHCH D 2=

TMABHOE ¥TIPABMNEHHWE MOCYCITYT CEPBMCbI NONEZHAR MHDOPMALLIMA OTKPBITBIE JAHHBIE

MHOCTPAHHPRIM NPAXOAHAM NMPAXKIOAHAM POCCHMM

locycnyry NOKasaTe Bce -

lNpepocraBneHMe cratyca
OdoprMneHue _
E $op @ PermcrpauMoOHHbIA y4yeT BBIHY>XAEHHOIO
sarpaHnacnopTa

nepeceneHua
CepeMco

NMpoeepka

AEHCTBMTENBbHOCTH

NMLLEH3MIA Ha MNpoeepka No cnUckKy
lNpoBepka roToBHOCTH - ,

TPYAOYCTPOWMCTBO rpaxsaaH HeAeHCTBMTENbHbIX
3arpaHvM4Horo nacnopra

PoccHACKoR @epepaumm 3a POCCHMACKMX NacnopToe
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